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Since the inception of Hideaway.net I've received many e-mails discussing the issue of hacker ethics. I have always been a staunch supporter of the "old school" ethical code. Many share my beliefs and praise the concept of establishing moral boundaries on the actions of computer users, but others question the feasibility of being realistic with hacking ethics. The purpose of this essay is to address the latter audience in an attempt to justify ethical hacking.  Hacking ethics are centered around the notion that adversely altering a target system is not permissible, but entering and not accessing private data or deleting anything is. Naturally this becomes complex when the issue of "damage" is debated: some say it is impossible to hack under ethics because the exploitation of a bug is damage in itself. Also pointed out is the fact that it is often necessary to delete logs to hide one's identity.  I agree that there certainly are many discrepancies and gray areas in the behavior standards of a true hacker. But that does not make ethics unrealistic or an elaborate rationalization of criminal acts. On the other hand, it simply calls for a dose of common sense. Altering one log entry is far different from deleting someone's email or reading personal files. And exploiting a bug is not causing damage because the hole already existed in the software's code.  In debating ethics, many also make the mistake of drawing parallels between real life and electronic situations. The example I've heard most is the hypothetical example of a thief breaking into a home: "Would you like someone to test the lock on your front door, pick it, walk around your home and then leave even without taking anything?" Most would answer in the negative, leading to the erroneous conclusion that hacking into a computer system, even without reading private files or deleting anything, is unethical.  There are many flaws in this comparison. A physical, real world presence can deliver far more intimidation than an electronic one. Although administrators naturally fear the thought of a hacker surpassing system security, I don't think anyone can honestly assert that they wouldn't be more frightened by someone trying to break into their house. Furthermore, it is a known fact that there are hackers who simply "hit" systems for the challenge, carrying no malicious intent. Yet I have never heard of a thief who breaks into homes solely to see if he/she can do it. This difference in stigmas results in a significant distinction between a burglar and a hacker. The "look but don't touch" hack is an ethical reality.  The final step in an true hack is alerting the system administrator of the hole before logging out. This easily can be accomplished anonymously, e-mailing from one of the system's accounts. With specific information on how the system was compromised, a system administrator can concentrate on fixing the bugs instead of panicking. As a result, it will be more secure in the future.  However, it is essential to not become too abstract in discussing ethics. In reality, few individuals adhere to them, as compared to those who simply want to cause trouble. The reasons for this imbalance are clear: the level of maturity necessary to properly utilize potentially dangerous knowledge is beyond the capacity of many. As a result, the inherent fear the public has of those with the ability to bypass security systems is understandable. But this does not justify the stereotyping and unnecessarily harsh criminal punishments that hackers, including the slightly unethical, have been subjected to.  In an ironic way, ethical hacking contributes to increased security. It heightens awareness of both the public and admins of particular security flaws, and consequently encourages developers to code their products more carefully. Nonetheless, federal law does not sympathize: the act of entering a system without authorization to use is a crime in itself.  Then again, when has Washington ever been good with ethics? I'll keep my mouth shut on that one, for now. 








